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ABSTRACT: This paper presents an advanced railway safety system leveraging Internet of Things (IoT) and machine 

learning for real-time monitoring and accident prevention. The system addresses crack detection, fire hazards, and 

platform availability using sensor-equipped robotic inspection, IR, ultrasonic, and fire sensors, and automated 

communication via Zigbee and NodeMCU. It also integrates a live camera module with image processing to detect 

cracks and immediately alert authorities via Telegram, improving safety response time. The solution further automates 

fire detection responses including engine detachment and sprinkler activation. Platform congestion is managed through 

IR sensors. This integrated safety monitoring framework ensures proactive hazard identification and real-time 

mitigation, reducing accidents and ensuring operational efficiency. 

KEYWORDS: Railway safety, IoT, Crack detection, Fire detection, Telegram alert, Zigbee, Real-time monitoring, 

Image processing 

I. INTRODUCTION 

Railway-related mishaps rank among the most catastrophic transportation accidents, leading to significant fatalities and 

property loss. With increasing track-related issues such as misalignment, cracks, and fire, a robust, automated safety 

monitoring system becomes essential. Manual inspection is inadequate due to human limitations and outdated 

communication protocols. This paper proposes a comprehensive safety system integrating IoT sensors, machine 

learning, and real-time communication tools to address major risks in railway operations. The system combines crack 

detection, fire suppression, and platform monitoring, enhancing the safety culture across railway networks. 

Additionally, every year, accidents at level crossings take many thousands of lives or seriously injure road users and 

railway passengers. It is a financial loss because it not causes disruption of railway and road services but also damage 

to railway and road vehicles and property. Most of these collisions are caused by the negligence, incompetence, or 

incapacity of the road vehicle drivers. This is the second problem under discussion here. The real action lies within the 

duties of the railway in ensuring protection from transgressions by the road users (even if many countries make them 

priority over road users in law). This means that it is again the railway that shoulders a fair part of the financial burden 

of such protection. Therefore, a remedy too has been implemented to prevent this kind of accident. All the commercial 

transportation in India held up by the railway network has the ability to bring into the economy catastrophic impairment 

in any situation of failure in it, except that it brings forth a major societal perspective of loss in life or limb or both. Fire 

brings more destruction in less time. Goods and compartments burned in fire cannot be recovered. It stretches towards 

severe damage to lives. A method on how to detect fire and control it instantly forms a part of this system. All these 

have been explained one after another. 
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II. METHODOLOGY 

 

 
 

System Design 

The core of the system is a robotic inspection unit equipped with multiple sensors and communication modules: 

• IR sensors: Detect cracks on the left or right side of the rail. 

• Fire sensors: Detect flame and trigger sprinklers and engine compartment detachment. 

• Ultrasonic sensors: Measure distances to detect objects or humans. 

• Zigbee & NodeMCU: Facilitate wireless communication. 

• LCD: Display alerts like "LEFT SIDE CRACK DETECTED," "FIRE," or "HELP." 

• Camera: Captures real-time images for image processing. 

• DC Motors and Relays: Control movement and emergency detachment mechanisms. 

 

Platform Availability Monitoring 

IR sensors track platform occupancy. If a platform is unavailable, the system notifies the incoming train to redirect or 

halt, optimizing train flow and avoiding collisions. 

 

Real-Time Alert System 

Upon detecting a hazard, the system stops the train and sends a Telegram alert with location data and the nature of the 

issue. This notification system ensures swift human response and maintenance action. 

 

HARDWARE IMPLEMENTATION 

Key Components: 

• Arduino Uno: Central controller processing sensor data. 

• IR Sensor: Detects heat and cracks. 

• Ultrasonic Sensor: Measures distances to obstacles. 

• Fire Sensor: Detects hydrocarbon flames via 4.3µm wavelength. 

• Zigbee Module: Enables 2.4GHz wireless data communication. 

• DC Motor & Relay: Engine detachment and control mechanism. 

• LCD Display: Notifies passengers and staff. 

• Battery: Power supply 
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Additional Modules 

• Buzzer Module: Alerts passengers audibly in emergency conditions like fire or crack detection. 

• L-Clamp Mechanism: Helps in the detachment of compartments during a fire incident to prevent its spread. 

• Water Sprinkler System: Activates automatically during fire emergencies to suppress flames. 

• Power Management Unit: Ensures stable power delivery and backup in case of system failure. 

 

III. RESULTS AND DISCUSSION 

 

1. Crack Detection 

Two IR sensors are mounted on the both opposite sides of the train. These IR sensors are installed in front of the first 

compartment to detect crack in the rail. As soon as the crack is detected, the train automatically stops moving. Based 

upon the side on which the crack is found, a message displayed in the LCD accordingly. The message reading "LEFT 

SIDE CRACK DETECTED" will be displayed when the crack is detected on the left. Similarly, the message "RIGHT 

SIDE CRACK DETECTED" will be displayed if the crack is found on the right. 

 

 
      

Fig1: Crack Detection 

 

2. Fire Detection 

Fire sensors are put in each compartment. The sensor will recognize fire through fire flame recognition technique. Once 

it detects fire, it will detach the compartments using L-clamps and a DC motor. It prevents the fire from spreading. 

Sprinklers will also function once detection of fire is done. The buzzer in this model informs all the passengers in the 

train about the incident of a fire. This becomes beneficial for the passengers so that they can take some swift actions to 

escape safely. The messages "FIRE" and "HELP" will be printed on the LCD. 

 

 

 

 

 

 

 

 

      

 

 

 

Fig 2: Fire Detection 

 

3. Platform Monitoring 

The system determines platform status and communicates with incoming trains to reduce congestion and avoid 

collisions. 
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Fig3: Platform Availability 

 

4. Live Crack Detection 

The system includes the ability to use cameras to detect cracks in real time and continually monitor for signs of damage 

along the way. The cameras take photos and videos which are then analysed in real time by image processing 

algorithms to detect cracks. After the crack is detected, the information is sent to the train using the Zigbee 

communication protocol. This is wireless for quick and reliable transmission of short -range data.After receiving the 

crack detection signal, the train stops automatically to prevent potential accidents. In addition to the train shutdown, the 

system sends a notification via Telegram and warns the appropriate staff or crack detection center. This guarantees the 

problem quickly, and the technical maintenance team can take quick measures. Telegram notifications can include the 

location of detected cracks, providing real-time updates and reducing overall response times.   

   

Fig 4: Live Crack Detection using Camera 

 

 

IV. CONCLUSION 

 

This railway safety system effectively combines IoT, sensors, and real-time communication to address critical hazards 

like cracks, fire, and congestion. The automated detection and response reduce human dependency and response time. 

Additionally, the system offers a modular framework that can be easily scaled and updated with emerging technologies 

such as AI-based predictive maintenance and cloud-based analytics platforms. Its integration with real-time messaging 

applications improves field communication, facilitating timely intervention and accident mitigation. The use of locally 

available components and open-source platforms like Arduino and NodeMCU also make the solution affordable and 
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replicable across rural and urban rail networks. Future enhancements include interoperability with central railway 

control systems, energy optimization for long-distance runs, and multilingual support for broader deployment. Overall, 

the system contributes to making Indian railways safer, smarter, and more efficient. 
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