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ABSTRACT: The fast boom in IoT gadgets in normal existence has caused a upward push in diverse security threats
and issues over time, in the main due to previous software and hardware. To cope with those risks, our study targets to
provide a proactive hazard detection set of rules designed to classify and verify loT gadgets based on their capability
security threats. The set of rules analyzes a couple of protection factors which include tool age, software program
updates, patch repute, overall performance stages, and current vulnerabilities to classify IoT devices into excessive,
medium, and low-danger classes. The MATLAB-based totally simulation regarding 250 IoT gadgets validates the
algorithm's functionality to successfully come across susceptible system additives. The findings screen that a enormous
variety of devices fall into the excessive-danger class, highlighting the pressing need for stronger cybersecurity
measures in [oT ecosystem. primarily based at the danger category, the set of rules affords numerous actionable tips -
together with on the spot updates for excessive-chance devices, scheduled patches for the moderate-hazard ones, and no
pressing actions for the low-hazard systems. This have a look at emphasizes how essential it's far to spot threats early to
keep IoT gadgets secure. It points to wanting smart systems which could find vulnerabilities earlier than they become a
hassle and recommend what updates are wanted. Deployment of these safety features can significantly lessen prone
entry factors, preserve regulatory compliance, and fortify protection for IoT networks towards evolving cyber threats in
our hyper-connected digital landscape

KEYWORDS: Threat Detection, Risk Classification, Outdated Hardware, Outdated Software, Vulnerability
Assessment, Proactive Updates, Cybersecurity, MATLAB Simulation

L. INTRODUCTION

IoT has reshaped technological interactions by linking severa devices to the internet, thereby enabling advanced
degrees of data acquisition, analytical insight, and automated operations[1] . This brief growth of the linked devices has
additionally introduced in various security demanding situations because the devices emerge as a likely entry factor for
malicious actors. while the IoT infrastructure keeps on scaling the need for powerful hazard control strategies turns into
an increasing number of crucial.

Our study targets on the development and implementation of a proactive risk classification algorithm for IoT devices,
seeking to improve overall network security. Here we are categorizing the devices into high-risk, moderate-risk, and
low-risk groups, the algorithm provides a framework for prioritizing security measures and resource allocation. The
classification here is based on various factors such as device vulnerabilities, outdated components and overall security
posture.

The algorithm simulation results presented in our study provide valuable insights into the current state of IoT security.

The findings reveal that: a majority of devices fall into the High-Risk category, with over 140 devices identified as
critically vulnerable. These concerning findings highlight the critical necessity for systematic security enhancements
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throughout IoT infrastructures. The substantial proportion of high-risk devices indicates numerous enterprises may be
operating vulnerable systems without proper risk awareness.

The second largest classification group, comprising approximately 120 devices, falls into the Moderate-Risk category.
While the moderately-risk devices are not as extremely exposed as their High-Risk counterparts, they still continue to
pose a significant amount of security threat. The significant number of moderate-risk [oT devices serves as a crucial
reminder that timely updates and proactive maintenance can prevent them from becoming high-risk vulnerabilities.

Proactive remediation of vulnerable devices enables enterprises to dramatically lower their cybersecurity exposure and
mitigate potential intrusion vectors. Here the most concerning is the relatively small number of devices classified as
Low-Risk. This finding implies that only a fraction of the IoT ecosystem is adequately secured and up-to-date. The
limited presence of low-risk devices underscores the urgent need for the broad adoption of strong security practices
throughout all IoT deployments. This further emphasizes the significant opportunities to strengthen the security
framework of IoT networks.

The implications of these findings are far-reaching. The Elevated risk levels of high-risk IoT devices demands
immediate action. This may involve software updates, security patches, or even hardware upgrades in some cases.

In order to stay ahead of the evolving threats, companies need to adapt an intelligent maintenance system that
automatically detects and keep [oT devices updated - because nowadays we just cant wait for manual checks [2] . The
benchmark for the best security practices in IoT security can be considered as the small number of Low-Risk devices.
The study can help these devices to take measures and secure them, organizations can develop and implement more
effective security strategies across their entire IoT ecosystems. The limited population of securely configured devices
establishes a reference standard for optimal security practices. Through systematic analysis of these properly secured
endpoints, organizations can derive and deploy enhanced protective measures throughout their IoT infrastructure,
potentially requiring adoption of more stringent security standards, comprehensive device certification procedures, or
next-generation protective technologies. Effectively distributing security resources emerges as a key insight from this
research. This methodical strategy enables enterprises to optimize their cybersecurity investments while strengthening
overall system protection. Continuous monitoring emerges as a crucial component of effective IoT security. Systematic
implementation of the proposed risk classification framework enables enterprises to proactively detect and remediate
security weaknesses prior to escalation.

This proactive approach significantly reduces the likelihood of successful cyberattacks and security breaches. The
research findings conclusively demonstrate the value of proactive risk assessment systems in strengthening IoT
security. The developed algorithm offers complete visibility into device vulnerabilities, enabling enterprises to
strategically prioritize security investments, patch management, and threat mitigation efforts. As the IoT continues to
expand and evolve, the ability to quickly and accurately assess device risk will become increasingly vital in
maintaining robust cybersecurity defences [3].

II. LITERATURE SURVEY

The internet of factors (IoT) keeps to reshape digital ecosystems through integrating billions of devices throughout
various domains, thereby permitting sophisticated statistics trade, automation, and choice-making. however, the surge
in connected gadgets has added forward new security and danger management demanding situations, necessitating the
development of proactive security techniques.

Hussein [1] highlights the transformative potential of IoT technologies while identifying the accompanying research
challenges. The study emphasizes the security concerns introduced by the proliferation of interconnected devices,
which act as potential entry points for cyber threats. While the work focuses on the broader application landscape, it
underlines the pressing need for systematic security solutions tailored to IoT-specific vulnerabilities.

Iwata and Omote [2] propose an automatic monitoring system for IoT security, integrating smart contracts to ensure
integrity and automation. Their work contributes significantly to the field by demonstrating the potential of real-time
threat detection and system updates without human intervention. However, their approach is largely focused on
infrastructure-level monitoring and does not explicitly implement risk-based device classification or prioritization.
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Andrade et al. [3] present a comprehensive study on IoT cybersecurity within smart city environments. They discuss
threat models, vulnerabilities, and mitigation strategies for securing critical infrastructure. Their research reinforces the
importance of continuous monitoring and emphasizes the need for intelligent, scalable security frameworks to manage
risk in dynamic and heterogeneous IoT networks. While offering a broad analysis, the study does not propose a specific
classification model based on device-level attributes.

Although existing literature addresses important aspects of IoT security—including monitoring, automation, and
overall threat mitigation—there is a distinct lack of approaches that combine multiple device-level parameters such as
hardware age, software update status, performance metrics, and known vulnerabilities into a unified risk classification
model. The present study aims to fill this gap by introducing a proactive, threshold-based algorithm that classifies
devices into high-risk, moderate-risk, and low-risk categories. This framework provides actionable insights to support
targeted security interventions and resource optimization in complex IoT environments.

III. METHODOLOGY

The proposed methodology outlines a structured and automated approach to securing Internet of Things (IoT)
environments through the proactive classification of device risk levels. This multi-phase framework enables systematic
device monitoring, vulnerability assessment, and intelligent response, ensuring enhanced protection and management of
IoT networks. The methodology incorporates six fundamental elements: (1) device identification, (2) version
monitoring, (3) threat assessment, (4) decision algorithms, (5) automated processes, and (6) risk categorization.

3.1. 10T Device Discovery and Inventory

This section is devoted to systematic discovery and documentation of each linked IoT asset present in the genuine
network surroundings. automatic network scanning device are employed to stumble on active devices and extract
critical metadata, along with tool id, manufacturer name, firmware/software program version, and last replace
timestamp [1]. the ensuing inventory offers a foundational dataset for evaluating tool compliance, basic overall
performance, and safety

3.2. Hardware and Software Version Tracking

After discovery, the solution makes use of model manipulate verification, evaluating tool firmware to the cutting-edge
manufacturer-launched construct through reputable replace channels and trusted repositories. portions which might be
strolling previous software program variations are systematically diagnosed for security assessment. This key phase
identifies out of date software program configurations

and outdated hardware architectures that would be potential attack vectors for known exploits

3.3. Vulnerability Assessment and Risk Analysis

At this trying out section, the gadget comparatively analyzes all firmware and software program versions of gadgets
from recognized vulnerability databases including the CVE database. The gadgets are tested on five metrics: hardware
age, popularity of software model, safety patch popularity, performance loss, and detected vulnerabilities. each metric
is in comparison against regarded thresholds:

hardware age reduce-off factor (T _age) = 5 years

protection patch threshold (T _patch) = 6 months

performance degradation threshold (T perf) = 70%

whilst any one or extra of the situations are reached or handed, the tool is marked as such. devices are then given a
danger score based totally on the full wide variety of threat elements activated. This rating is the inspiration of category
into numerous danger agencies.

3.4. Risk Classification Algorithm
The central component of our methodology is a risk assessment engine that analyzes device attributes to assign one of
three threat classifications: critical, intermediate, or baseline risk categories.

Step 1: Initialize Parameters

Each IoT device is evaluated based on five key attributes:

H age (hardware age), S ver (software version), S patch (security patch age), P_metric (performance degradation),
and V_check (vulnerability status).
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Step 2: Define Thresholds
Thresholds are predefined as follows:
T age =5 years, T patch=6 months, T perf=70%.

Step 3: Evaluate Each Device

For each parameter, the device is flagged if:
e H age>T age

e S ver is outdated

e S patch>T patch

e P metric>T perf

eV check =1 (vulnerable)

Step 4: Calculate Risk Score
A risk score is calculated by summing the number of triggered flags.

Step 5: Classify Risk Level

e Ifrisk score >3 — High-Risk

e Ifrisk score =2 — Moderate-Risk
e Ifrisk score <2 — Low-Risk

3.5. Decision-Making and Remediation

Depending on the device classification, the decision engine based on rules dictates the remediation action:

e High-risk devices are scheduled for urgent update, patching, or replacement.

e  Moderate-Risk devices are put in a queue to be updated or monitored further.

o  Low-risk devices are declared compliant and need no urgent action.

e In case of unpatchable vulnerabilities or unsupported hardware in devices, network isolation or decommissioning
of hardware is recommended by the system.

e This typology allows for the ranking of security interventions and informs subsequent actions. Continuous
Monitoring

3.6. Automation and Continuous Monitoring

To ensure scalability and minimal manual intervention, the framework incorporates automation for:
e  Alert generation and update notifications

e  Scheduling of firmware/software patches

e Real-time performance monitoring

e  Generation of periodic security reports

3.7. Risk Visualization and Reporting
The framework includes support for graphical and tabular presentation of results. Devices are grouped by risk levels
and represented using bar charts and pie charts. Reports include device-level recommendations, update history, and a
summary of vulnerabilities detected. This visualization aids administrators in quickly identifying critical devices and
allocating security resources efficiently.

3.8. Integration and Implementation

The infrastructure is optimized to integrate easily with enterprise IoT security systems, providing scalable deployment
across various organizational settings. Its low-weight architecture maintains peak performance even inresource-limited
situations, whereas standardized API interfaces enable seamless interoperability with other security elements such as
vulnerability intelligence feeds, automated patching systems, and installed legacy security infrastructure. This
architecture guarantees thorough protection without degrading system performance or necessitating massive
infrastructure remodeling. The modular design of the solution accommodates easy customization to multiple
organizational needs and technical environments, thus suited for large-scale enterprise installations and more modest
operational environments. With these integrated features, the framework offers a tangible and scalable approach to [oT
security across diverse network environments. Its module-based design enables seamless expansion and integration
with machine learning-driven analytics in future releases.
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Figure 1: Flowchart of the proposed risk classification methodology for IoT devices, outlining key steps from device
discovery to risk level classification as High-Risk, Moderate-Risk, or Low-Risk.

IV. RESULTS AND DISCUSSION
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Figure 2: ToT device risk classification based on the number of devices in each risk category (High-Risk, Moderate-
Risk, and Low-Risk). The bar chart illustrates that the majority of devices fall under the High-Risk category, followed
by Moderate-Risk and Low-Risk.
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Figure 3: 10T device risk distribution represented in a pie chart. This visualization highlights the proportion of devices
across the three risk levels, emphasizing the dominance of High-Risk and Moderate-Risk categories over Low-Risk
devices.

The consequences indicate a concerning distribution of IoT gadgets across threat categories, with the general public
falling into the high-danger and mild-risk categories. The bar chart suggests over a hundred and forty gadgets
categorised as high-risk, round 120 as mild-chance, and drastically fewer inside the Low-chance category. This
distribution is mirrored in the pie chart, in which excessive-chance devices occupy the most important element,
observed with the aid of moderate-hazard, with Low-chance gadgets representing the smallest segment. those findings
advise a sizeable vulnerability inside the IoT surroundings, with a large percentage of devices potentially vulnerable to
safety threats. The excessive number of excessive-chance and slight-risk gadgets underscores the urgent want for
progressed cybersecurity measures in loT implementations.

present gadget:

The modern-day approach to IoT tool safety regularly is predicated on primary measures such as default passwords,
infrequent updates, and limited monitoring. Many gadgets lack robust protection features, making them smooth targets
for cyber-attacks. the present device also struggles with the fast proliferation of IoT devices, leading to inadequate
danger evaluation and type.

V. PROPOSED SYSTEM

The proposed device introduces a complete danger evaluation algorithm for IoT devices. This set of rules evaluates a
couple of factors which include hardware age, software version, security patch status, overall performance metrics, and
acknowledged vulnerabilities. by using setting specific thresholds for those parameters, the machine can accurately
classify gadgets into high-threat, slight-danger, and occasional-risk categories.

Key functions of the proposed machine consist of:

1. Automatic facts series from [oT devices

2. Everyday vulnerability tests against updated databases

three. Dynamic threat scoring based on a couple of factors

4. Clean type of gadgets into chance classes

5. Technology of precise danger reports

6. Visualization of chance distribution for easy interpretation

This system allows proactive identity of outdated or vulnerable devices, taking into consideration well timed updates,
patches, or replacements. It offers a established method to handling IoT protection, prioritizing excessive-chance
devices for instant movement while supplying update suggestions for mild-hazard gadgets. with the aid of enforcing
this system, companies can notably beautify their IoT safety posture and reduce the overall danger landscape.
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