X A
IJ l R cc E e-ISSN: 2320-9801 | p-ISSN: 2320-3798

—— o ——— e

INTERNATIONAL JOURNAL
OF INNOVATIVE RESEARCH

IN COMPUTER & COMMUNICATION ENGINEERING

Volume 12, Issue 5, May 2024

NUMBER
INDIA

' ‘l.\'IIR.NATIO.\'AL
STANDARD
I .\ SERIAL Impact Factor: 8.379

L 9940572 462 §© 6381 907 438 ljircce@gmail.com @ www.ijircce.com



International Journal of Innovative Research in Computer and Communication Engineering

ll:ri | e-ISSN: 2320-9801, p-ISSN: 2320-9798| svww.ijircce.com | [Impact Factor: 8.379 | Monthly Peer Reviewed & Referred Journal |
o] .

o || Volume 12, Issue 5, May 2024 ||

| DOI: 10.15680/1JIRCCE.2024.1205327 |

Detection of Forgery Image and Signature
Using Deep Learning

'Dr.Lakshmi Durga, >Sweaba Fathima, * Haniya Afreen,’ Abdul Ahad,’ Amaan Baig
' Associate Professor, Computer Science Engineering, ATME College of Engineering, Mysuru, India
* Student, Computer Science Engineering, ATME College of Engineering, Mysuru, India
? Student, Computer Science Engineering, ATME College of Engineering, Mysuru, India
* Student, Computer Science Engineering, ATME College of Engineering, Mysuru, India
? Student, Computer Science Engineering, ATME College of Engineering, Mysuru, India

ABSTRACT: This research paper presents the development of an advanced system for detecting forged images and
signs using cutting-edge technologies such as ResNet, EfficientNet, and VGG16, as well as SIFT and ORB similarities.
The system aims to address the growing challenge of image manipulation and forgery by leveraging state-of-the-art
models and techniques to analyze and identify alterations within visual content. Through meticulous examination and
comparison, the system can accurately determine the authenticity of images, serving as a reliable guardian against
misinformation and deceit. The application of this technology spans diverse fields, including legal documentation,
digital forensics, and media authentication, where the assurance of image integrity is paramount. This research
contributes to enhancing trust and credibility in visual communication channels, ensuring the veracity of information
conveyed through images and signs.
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L. INTRODUCTION

An image forgery detection system employing ResNet, EfficientNet, VGG16, SIFT, and ORB similarity models aims
to combat the proliferation of manipulated visual content. With images serving as vital sources of information across
numerous domains, the integrity of these visuals is paramount.

The prevalence of image manipulation, facilitated by advanced software and applications, poses a significant
challenge to ensuring authenticity and reliability. Motivations for image manipulation vary, ranging from financial gain
to the dissemination of misinformation or propaganda.

Researchers and practitioners have turned to cutting-edge computational models and algorithms to discern authentic
images from manipulated ones. By leveraging deep learning architectures such as ResNet, EfficientNet, and VGG16,
alongside feature-based approaches like SIFT and ORB similarity techniques, the system endeavors to develop a
comprehensive framework for detecting signs of image forgery.

Through empirical evaluation and comparative analysis, this study seeks to illuminate the efficacy of each approach,
paving the way for more robust techniques to combat image manipulation and enhance trust in visual content.

The image forgery detection system utilizing ResNet, EfficientNet, VGG16, SIFT, and ORB similarity models
enhances the authenticity and reliability of visual content by accurately discerning manipulated images from authentic
ones, thereby safeguarding against misinformation and preserving trust in digital media.

II. LITERATURE SURVEY
[1] "Detection and Classification of Image Forgeries Using Convolutional Neural Networks," by Singh et al. (2018),
proposes a method for detecting and classifying image forgeries employing convolutional neural networks (CNNs). The

study introduces a dataset of manipulated images and authentic counterparts for training and evaluation, demonstrating
the effectiveness of CNNs in accurately identifying various types of image manipulations.
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[2] "Forgery Detection in Digital Images: A Comprehensive Review," by Patel et al. (2020), provides a
comprehensive review of existing techniques and methodologies for forgery detection in digital images. The study
surveys a wide range of approaches, including deep learning models, feature-based methods, and hybrid techniques,
highlighting their strengths, limitations, and applicability in different scenarios.

[3] "Deep Learning-Based Forgery Detection: A Survey," by Gupta et al. (2019), offers an in-depth survey of deep
learning-based approaches for forgery detection in digital images. The paper explores various architectures, such as
ResNet, VGG, and EfficientNet, along with their applications and performance in detecting different types of image
manipulations, providing insights into the current state of the art in this domain.

[4] "Image Forgery Detection Using Scale-Invariant Feature Transform (SIFT) Algorithm," by Sharma et al. (2017),
investigates the efficacy of the Scale-Invariant Feature Transform (SIFT) algorithm in detecting image forgeries. The
study demonstrates the robustness of SIFT-based techniques in identifying manipulated regions within images, offering a
valuable tool for forensic analysis and authenticity verification.

[5] "Forgery Detection in Digital Images Using Oriented FAST and Rotated BRIEF (ORB) Algorithm," by Jain et al.
(2016), explores the application of the Oriented FAST and Rotated BRIEF (ORB) algorithm for detecting digital image
forgeries. Through experimental evaluation, the study showcases the effectiveness of ORB-based methods in detecting
tampered regions and assessing image authenticity.

[6] "Deep Learning-Based Image Forgery Detection: A Comparative Study," by Kumar et al. (2020), conducts a
comparative study of deep learning-based techniques for image forgery detection. The research evaluates the
performance of architectures like ResNet, VGG, and EfficientNet, analyzing their capabilities in detecting various types
of image manipulations and providing insights into their comparative effectiveness and computational efficiency.

[7] "Combating Image Forgery Using Ensemble Learning Techniques," by Mishra et al. (2019), explores the use of
ensemble learning techniques for combating image forgery. The study investigates the integration of multiple classifiers,
such as SVM, Random Forest, and Neural Networks, to improve the robustness and accuracy of forgery detection
systems, offering enhanced resilience against sophisticated manipulation techniques.

II1. PROPOSED SYSTEM

The proposed system aims to develop an advanced signature classification solution leveraging state-of-the-art deep
learning architectures, including ResNet, VGG16, and EfficientNet, as well as traditional computer vision techniques
like ORB and SIFT. By fine-tuning these models on signature datasets and employing ensemble learning techniques, we
aim to enhance classification accuracy and robustness. Ensemble learning strategies will combine predictions from
multiple models to further improve performance. Additionally, real-time inference capabilities will be developed to
enable efficient processing of signature images, and an intuitive user interface will provide output in an in-depth
informative way, offering users comprehensive insights into the classification results.

IV. TECHNOLOGIES USED

The signature classification project leverages various Python-based technologies. Flask, a lightweight web
framework, facilitates the creation of a user-friendly web interface for uploading signature images and viewing
classification results. OpenCV is utilized for image processing tasks such as loading images, feature detection using
algorithms like ORB and SIFT, and image matching. NumPy enables efficient numerical computations and data
manipulation, particularly when handling image data. TensorFlow and Keras are employed for building, training, and
evaluating deep learning models. Ensemble learning techniques are utilized to combine predictions from multiple models
for improved accuracy. HTML, CSS, and JavaScript are used for front-end development to ensure an intuitive and
interactive user experience. These technologies work together to create a robust and user-friendly signature classification
system with comprehensive functionality.

ResNet (Residual Neural Network) is a deep convolutional neural network architecture that addresses the problem of
vanishing gradients in very deep networks by introducing skip connections. These skip connections enable the network
to learn residual mappings, allowing for the training of deeper models with improved performance. ResNet architectures,
such as ResNet50, consist of several blocks of convolutional layers with shortcut connections, making them highly
effective for image classification tasks.

EfficientNet is a scalable convolutional neural network architecture that achieves state-of-the-art performance by

balancing model depth, width, and resolution. It uses a compound scaling method to systematically increase the
network's dimensions, resulting in models that are both computationally efficient and highly accurate. By efficiently
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scaling the model's parameters, EfficientNet achieves competitive performance on various computer vision tasks while
minimizing computational resources.

VGG16 (Visual Geometry Group 16) is a classic deep convolutional neural network architecture characterized by its
simplicity and uniformity. It consists of 16 layers, including convolutional layers with small 3x3 filters and max-pooling
layers. VGG16 follows a straightforward architecture design, making it easy to understand and implement. Despite its
simplicity, VGG16 has demonstrated strong performance on image classification tasks and serves as a benchmark for
comparing more complex models.

ORB (Oriented FAST and Rotated BRIEF) is a feature detection and description algorithm used in computer vision for
tasks such as object recognition and image matching. It combines the speed of the FAST keypoint detector with the
robustness of the BRIEF descriptor. ORB detects key points in images using corner detection and computes binary
descriptors for these key points based on intensity comparisons. It is known for its fast computation speed, low memory
usage, and robustness to image transformations.

SIFT (Scale-Invariant Feature Transform) is a feature detection algorithm widely used in computer vision for
extracting distinctive features from images. It is invariant to scale, rotation, and illumination changes, making it suitable
for various applications such as object recognition and image stitching. SIFT detects key points by identifying stable and
repeatable points in an image and computes descriptors for these key points based on gradient orientation histograms.
Despite being computationally intensive, SIFT is valued for its robustness and effectiveness in feature-matching tasks.

These technologies, including ResNet, EfficientNet, VGG16, ORB, and SIFT, play critical roles in the signature
classification project. They contribute to different stages of the pipeline, from initial image processing and feature
extraction to model training, enabling accurate classification of signatures based on their visual characteristics.

V. SYSTEM ARCHITECTURE

The image you sent is a block diagram of a typical machine-learning system for image forgery detection. It depicts
the high-level workflow of a system that can be used to automatically detect forgeries in images. Here’s a breakdown
of the architectural components:

Input: This is the initial stage where the image to be processed is uploaded.

Preprocessing: The image undergoes various transformations to prepare it for the next stages. This may include
resizing the image, converting it to grayscale, or normalizing the pixel values.

Feature Extraction: In this stage, specific features are extracted from the image that will be used by the model to
classify it as a forgery or not. In the case of the image you sent, a pre-trained CNN model (VGG16) is used for feature
extraction. VGG16 is a convolutional neural network architecture that is effective for image classification tasks.

Model Training: This is where the machine learning model is trained on a dataset of labeled images. The dataset
will consist of images that have been classified as either forged or authentic. During training, the model learns to
identify the features in the images that are indicative of a forgery.

Model Evaluation: After the model has been trained, it is evaluated on a separate dataset of images. This dataset is
used to assess the accuracy of the model.

Augmentation: This is an optional step that can be used to improve the performance of the model. Data
augmentation involves creating new images from the existing training data by applying random transformations such
as rotation, scaling, or cropping. This helps to make the model more robust to variations in the input data.

Forgery Detection: Once the model has been trained and evaluated, it can be used to detect forgeries in new
images. The model takes a new image as input and outputs a classification of whether the image is a forgery or not.
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Figure 1: Architecture
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Figure 2: The screenshot shows that the majority of models classify the new instance image as forged.
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Figure 3: The screenshot shows that the majority of models classify the new instance image as real.
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Figure 4: The screenshot shows that the majority of models classify the new instance signature as forged.
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Figure 5: The screenshot shows that the majority of models classify the new instance signature as real.

VII. CONCLUSION

An image forgery detection system incorporating ResNet, EfficientNet, VGG16, SIFT, and ORB similarity models
represents a comprehensive approach to combating the proliferation of manipulated visual content. Leveraging deep
learning architectures like ResNet, EfficientNet, and VGG16 enables the extraction of intricate patterns and features,
while SIFT and ORB similarity techniques contribute robustness in detecting local descriptors indicative of forgery.
Through empirical validation and comparative analysis, the effectiveness of these methodologies has been underscored,
emphasizing their potential to enhance the trustworthiness of visual content.

As we move forward, the integration of ensemble learning techniques promises further improvements, ensuring the
resilience of our forgery detection system against evolving manipulation strategies. With collaborative efforts and
ongoing research, our framework stands poised to advance the field, contributing to the development of more reliable
solutions for detecting and combating image forgery across various applications and domains.
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