D
w ‘ é ISSN(O): 2320-9801
II.' I R cc E ISSN(P): 2320-9798

International Journal of Innovative Research in
Computer and Communication Engineering

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 8.771 Volume 13, Issue 5, May 2025

@ www.ijircce.com X ijircce@gmail.com & +91-9940572462 (L +9163819 07438



© 2025 1JIRCCE | Volume 13, Issue 5, May 2025| DOI:10.15680/1IJIRCCE.2025.1305246
www.ijircce.com | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 8.771| ESTD Year: 2013|

% k‘,\\ m International Journal of Innovative Research in Computer
; and Communication Engineering (IJIRCCE)
IJI n ccE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Image Forgery Detection

Prof. Sushma C, Rakshitha B, Pallavi D
Assistant Professor, Department of Information Science and Engineering, Bapuji Institute of Engineering and
Technology, Davangere, Karnataka, India
U G Students, Department of Information Science and Engineering, Bapuji Institute of Engineering and Technology,

Davangere, Karnataka, India

ABSTRACT: Image forgery detection is an important area of research in computer vision and digital forensics. In this
paper, we propose a Python-based approach for detecting image forgeries using a combination of segmentation and
convolutional neural networks (CNNs). The proposed approach first segments the input image into multiple regions
using a segmentation algorithm, and then extracts features from each region using a pre-trained CNN. These features
are then used to train a CNN classifier to distinguish between authentic and forged regions. For a new image, the
approach segments the image into regions, extracts features from each region, and uses the trained CNN classifier to
classify each region. The classifications are then combined to make a decision about the authenticity of the entire
image. We evaluate the performance of our approach on a dataset of authentic and forged images and show that it
achieves high accuracy in detecting forged regions, even in the presence of various types of image manipulations. Our
approach has the potential to be applied in various real-world scenarios, such as forensic investigations and digital
media authentication.

KEYWORDS: Segmentation, Convolutional Neural Networks (CNN)
L. INTRODUCTION

Image forgery is the process of manipulating a digital image to hide valuable or essential content or to force the viewer
to believe an idea.lt has been defined as the process of manipulating an original digital image to either conceal its
original identity or create an entirely different image than what was originally intended by the user of the digital
platform. Forged images can cause disappointment and emotional distress and affect public sentiment and behavior .
Images can transmit much more information than text. People tend to believe what they can see, and this affects their
judgment, which leads to a series of unwanted responses. Because fabrications have become widespread, the urgency to
detect forgeries has significantly increased. The copymove approach is one of the most widely used forgery techniques.
It copies a part of the image and pastes it onto another part of the image. The technique itself is not harmful, but it can
lead to critical situations if someone uses it with malicious intent.

Image forgery is done mainly for malicious reasons. It serves to distort information, spread immorality and fake news,
obtain money fraudulently from an unsuspecting audience, ruin the reputation of a popular celebrity or any other public
figure, and spread adverse political influence among the users of a digital platform. Therefore, clear authentication of
images and videos uploaded to digital media platforms, before they are used in any way, makes it more difficult for
digital information users to share information . Image forgery is often used by malicious people to ruin the reputation of
public figures. Image forgery, especially through Photoshop, can be used to display unethical behavior in public
figures. It is also sometimes an attempt to influence consumers of the goods produced or the services offered by these
public figures to shift to other markets . This forgery could also be used for political reasons against opponent
politicians or their agents, spreading images that portray their immoral side. This aims to convey a message to the
public regarding the lack of integrity of the subject. Image forgery often leads to emotional problems for those whose
images are released to public websites in disregard for their privacy. There have been reports of suicide due to the
leaking of private images to public digital platforms, after which the victims undergo significant rebuke.
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II. RELATED WORK

[1] "Image Forgery Detection using Segmentation-based CNN Features" by Guo et al. (2018) presents a forgery
detection system that uses a segmentation-CNN approach to classify regions of an image as authentic or forged. The
system achieved high accuracy on a large dataset and was shown to be robust against various types of forgeries.
However, the study did not include a GUI for user interaction. [2] "A Real-time Image Forgery Detection System based
on Deep Learning and Local Binary Pattern" by Peng et al. (2019) proposes a system that combines deep learning and
local binary pattern (LBP) for image forgery detection. The system segments the image using an edge detection
algorithm and extracts LBP features from each region. A CNN classifier is then trained on the extracted features to
classify each region as authentic or forged. The study includes a GUI for user interaction and evaluation of the forgery
detection system. [3] "Image Forgery Detection using Hybrid Features and Ensemble Learning" by Giri et al. (2019)
presents a forgery detection system that uses a combination of features such as color, texture, and edge information to
detect image forgeries. The system segments the image into multiple regions and extracts hybrid features from each
region. An ensemble learning algorithm is then used to classify each region as either authentic or forged. The study
includes a GUI for user interaction and evaluation of the forgery detection system. [4] "Forensic Analysis of Digital
Image Tampering using Convolutional Neural Network" by Patil et al. (2020) proposes a system that uses a pre-trained
CNN to classify images as authentic or forged. The system segments the input image into multiple regions and extracts
deep features from each region. The extracted features are then used as input to a CNN classifier, which predicts the
authenticity of the image. The study includes a GUI for user interaction and evaluation of the forgery detection system.
[5] Forgery Detection Using Segmentation-Based CNN Features": This paper proposes a forgery detection system
using a segmentation-based CNN approach. The system segments the input image into multiple regions and extracts
CNN features from each region. A CNN classifier is then used to classify each region as either authentic or forged. The
authors report high accuracy in detecting forgeries in various types of images. However, the paper does not include a
GUL

1. METHODOLOGY

The methodology for detecting image forgeries using segmentation method and CNN with GUI can be divided into the
following steps:

1. Input Data Collection: Collect a dataset of authentic and forged images that will be used to train and test the
forgery detection system. The dataset should be diverse and representative of the types of images that the system
will be expected to detect forgeries.

2. Segmentation: Segment the input image into multiple regions using a segmentation algorithm. This will help
identify localized forgeries that may not be detected by traditional methods. A popular segmentation algorithm is
the GrabCut algorithm, which is based on graph cuts.

3. Feature Extraction: Extract relevant features from each segmented region, such as color histograms, texture
features, or deep features using a pre-trained CNN. This step is crucial for achieving high accuracy in forgery
detection. A popular CNN architecture for feature extraction is the VGG16 network.

4. Training: Train a CNN classifier using the extracted features and the corresponding labels of each segmented
region. This will help classify each region as either authentic or forged. The training process involves splitting the
dataset into training and validation sets and using techniques such as data augmentation and regularization to
prevent overfitting. The performance of the classifier can be evaluated using metrics such as accuracy, precision,
and recall.

5. GUI Development: Develop a GUI that allows users to upload an image, segment it, and display the results of the
forgery detection system in an intuitive manner. The GUI should include controls for adjusting the segmentation
parameters and displaying the forgery detection results in a visually appealing way. The GUI can be developed
using popular GUI frameworks such as PyQt, Tkinter, or wxPython. Integration: Integrate the segmentation,
feature extraction, classification, and GUI modules into a cohesive system that can be used to detect image
forgeries. This involves developing a pipeline that takes an input image, segments it, extracts features
fromeachsegmented region, classifies each region as authentic or forged, and displays the results in the GUI.

6. Optimization: Ensure that the system is efficient and can handle large datasets and high-resolution images.
Optimize the system for accuracy and speed by experimenting with different segmentation algorithms, feature
extraction techniques, and CNN architectures.
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The methodology outlined above provides a framework for developing a forgery detection system using segmentation
method and CNN with GUI. The key advantage of this approach is that it can detect localized forgeries that may not be
detected by traditional methods, and the GUI makes the forgery detection process more accessible to a wider range of
users.

IV. PROPOSED ALGORITHM

A proposed algorithm for image forgery detection typically involves a multi-stage process. It begins with preprocessing
the image to remove noise and prepare it for analysis. Next, it extracts features from the image, such as statistical
properties of DCT coefficients or the use of ORB and Zernike moments for feature extraction. These features are then
used to identify potential forgery regions by comparing them to a database or training set. Finally, a classification
algorithm, often using deep learning techniques like CNNs, determines whether the image is authentic or forged.

V.PSEUDO CODE

Step 1: Import standard and third party librarires..
Step 2: Set image dimensions.
Step 3: Open image from path.
Step 4: Function Copy Forgery Move
If no image is selected
Show error
Else
Use detect class to extract keypoints.
Check for forgery using clustering
If Forgery found:
Show alert and display image using Open CV
Allow saving or quitting the displayed image
Else:
Show message : “Image is Original”
Step 5: Function: metadata_analysis()
If no image selected:
Show error
Else:
Read EXIF data from image
If EXTF exists:
Save metadata to text file
Open file
Else:
Show message: "NO DATA FOUND"
Step 6: Function: noise variance inconsistency()
If no image selected:
Show error
Else:
Detect noise variance using external module
Show result based on return value
Step 7:. Function: cfa_artifact()
If no image selected:
Show error
Else:
Use CFA module to detect artifacts
Show result based on findings
Step 8: Function : Error Analysis()
If no image selected:
Show Error
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Else:
Save temporary JPEG version of image
Compare Original and temp using pixel differences
Scale difference image
Display result image.
Step 9: Function: Image Compression()
If no image selected:
Show error
Else:
Detect double compression
Show result
Step 10: Create main Tkinter window
Set title, size,background colour and maximize
Display Heading label
Create image place holder
Create button : Upload image , Meta data analysis, CFA artifact Analysis , Noice Analysis
Step 11 : End.

VI. SIMULATION RESULTS

After running the GUI using Python we got our desired results for all the analysis we performed on a Adhaar image and
the results we obtained are mentioned below :

1.First we upload the desired image and then we analyse all the options that are present in the GUI.

2.First analysis we did was of Meta Data and we didn’t find any Data because it was an adhar image.

3.Secondly we did the Noise Analysis and we didn’t find any Noise because it was an Adhar image.

4. Third we did the Copied and Moved Analysis and the result is shown in the image below: All the Green lines shown
in the images are the path of the image where its been copied and moved .

5.Fourth we did was Image compression and in this analysis it shows whether image is compressed or not because
every time we edit the picture it get compressed , so if image is edited once then it will show Image is Compressed and
if image is edited more than twice then it will show Image is Double Compressed .

6.Fifth we did was CFA Artifact Analysis which shows the edited parts in red green or blue colours.

7.Next Analysis we did was Error Level Analysis this also shows images edited in the Red , Green and blue colours but
in grey scale image.

8.Next Analysis we did was Image Extraction which showed the image extraction in RGB colours where editing was
done and plain colours where no editing was done.

9.Last Analysis we did was Segmentation Process which convers images into Binary data through which certain
messages can be sent and also errors can be found.

CHOOSE YOUR SELECTION FROM BELOW OPTIONS

NOICE ANALYSIS

COPIED AND MOVED

Fig 1: Main Page of GUI after uploading image
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Fig 4: CFA Artifact Analysis Fig 5: Error Level Analysis

Fig 6: Image Extraction Analysis
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Fig 7: Segmentation Analysis

VII. CONCLUSION AND FUTURE WORK

In conclusion, detecting image forgeries using segmentation method and CNN with GUI is an important task in the
field of digital image forensics. This project aims to provide an effective solution to the problem of detecting image
forgeries through the use of deep learning techniques and image segmentation methods. The proposed methodology
involves the use of a deep learning model trained on segmented image features to identify manipulated regions in an
image. The GUI provides an easy-to-use interface for users to upload images and view the results of the forgery
detection process. Through a literature survey and metadata analysis, it was observed that deep learning-based methods
have shown promising results in detecting image forgeries. Furthermore, the proposed methodology was evaluated
against common image manipulation techniques such as copy-move, image compression, and CFA artifact analysis and
found to be effective in detecting the manipulated regions. Overall, the project provides a useful tool for forensic
investigators, researchers, and individuals concerned with image authenticity. However, further research and
development are required to improve the accuracy and robustness of the proposed methodology. Detecting image
forgeries using segmentation method and CNN with GUI is an important and challenging task in the field of image
forensics. The proposed system aims to address this problem by combining the power of deep learning techniques and
image segmentation methods with an intuitive graphical user interface. The methodology involves using a
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convolutional neural network (CNN) to classify images into authentic and manipulated ones, followed by a
segmentation method to identify the specific regions of the image that are altered. The graphical user interface provides
an easy-to-use platform for users to upload images, visualize the results, and perform post-processing tasks. Overall,
this project has the potential to make a significant contribution to the field of image forensics and can be applied in
various domains such as law enforcement, journalism, and social media. However, it is important to note that this
project is not a silver bullet solution, and there may be limitations and challenges in detecting image forgeries using
segmentation method and CNN with GUI. Further research and development are needed to improve the accuracy and
robustness of the system, as well as to address emerging threats in the field of digital image manipulation.
There are several potential areas for future research and development in the field of detecting image forgeries using
segmentation method and CNN with GUI. Here are some of the future scope

1. Improved accuracy and robustness: While the proposed system has shown promising results, there is still room for
improvement in terms of accuracy and robustness. Future research can focus on developing more sophisticated deep
learning models and segmentation algorithms that can handle a wider range of image manipulations.

2. Real-time detection: Currently, the proposed system is designed for offline detection of image forgeries. Future
research can focus on developing real-time detection systems that can detect image manipulations in real-time video
streams.

3. Multi-modal detection: Image forgeries can be created using various techniques, including copy-move, splicing, and
retouching. Future research can focus on developing multi-modal detection systems that can detect image
manipulations created using multiple techniques.

4. Mobile applications: With the increasing use of smartphones for photography and social media, there is a growing
need for mobile applications that can detect image forgeries. Future research can focus on developing lightweight and
efficient mobile applications that can run on mobile devices.

5. Adversarial attacks: Adversarial attacks are a growing concern in the field of deep learning, where attackers can
create subtle manipulations that can evade detection by deep learning models. Future research can focus on developing
more robust deep learning models that can detect adversarial attacks.

6. Large-scale datasets: The accuracy and robustness of deep learning models depend on the quality and size of the
training dataset. Future research can focus on developing larger and more diverse datasets that can capture a wider
range of image manipulations.

Overall , the detection of image forgeries using segmentation process and CNN with GUI has promising future and
there are many oppurtinity for future research and development to improve the accuracy, robustness, and usability of
these systems.
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